ALB漏洞修复
1、 [bookmark: OLE_LINK1]概述
本文档针对ALB敏捷版（alb-agile）的相关漏洞报告，参考Nginx的处理配置，提供相应的解决方案。
【注意】：下面的修复配置，是基于location /站点配置演示的，实际配置时请根据漏洞报告的实际站点（location）进行配置，另外关于请求及响应头处理的配置，若需全局生效（即所有location站点都生效），可在http模块中配置（全局生效），优先级顺序是：
“Server模块 > Http模块 > Location模块”
2、 漏洞修复
[bookmark: OLE_LINK2]2.1 HTTP Strict-Transport-Security头缺失或不安全
【漏洞说明】：
[image: ]
    【修复处理】：
在{产品安装目录}/conf/alb.conf的location / 模块中加入：            
add_header Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
[image: ]

[bookmark: OLE_LINK3]2.2 “Content-Security-Policy”头缺失
[bookmark: OLE_LINK4]【漏洞说明】：
[image: ]
[bookmark: OLE_LINK5]【修复处理】：
在{产品安装目录}/conf/alb.conf的location / 模块中加入（不一定能直接复用，需要根据资源响应慢慢配置）：            
add_header Content-Security-Policy "default-src 'self' data: 'unsafe-inline' 'unsafe-eval' 'unsafe-hashes'; script-src 'self' data: 'unsafe-inline' 'unsafe-eval' 'unsafe-hashes'; ";
[image: ]
【注意】Content-Security-Policy头的配置，是会对请求资源做拦截的，所以能不配建议就不配，配置地不合理会影响到正常资源的加载，也有可能上面的配置不一定能完全生效，可以根据响应的异常提示进行参数配置，具体参数说明参考下方：
参数说明：Nginx配置Http响应头安全策略_nginx content-security-policy-CSDN博客

2.3 “X-Content-Type-Options”头缺失或不安全
【漏洞说明】：
[image: ]
【修复处理】：
在{产品安装目录}/conf/alb.conf的location / 模块中加入：            
add_header X-Content-Type-Options nosniff;
[image: ]

[bookmark: OLE_LINK11]2.4 主机头注入攻击
【漏洞说明】：
[image: ]
【修复处理】：
在{产品安装目录}/conf/alb.conf的server模块中添加对于非server_name的判断（具体以配置的server_name为准）：例我这里是192.168.202.6            
        if ($http_host !~* ^192.168.202.6$ ) {
                return 444;
        }
[image: ]
[bookmark: OLE_LINK6]
2.5 具有不安全、不正确或缺少 SameSite 属性的 Cookie
【漏洞说明】：
[image: ]
【修复处理】：
在{产品安装目录}/conf/alb.conf的location / 模块中加入（这个前后端都可以配置一下策略试试）：            
 proxy_cookie_path / "/; httponly; secure; SameSite=Strict";
[image: ]
【说明】：
1、proxy_cookie_path参数中的两个路径/ /表示将cookie原先path为/改为/,这个请根据实际站点cookie的path进行配置，一般原先的path是什么，就还是改为什么，例如: proxy_cookie_path /test "/test; httponly; secure; SameSite=Strict";
2、SameSite策略有None、Lax、Strict，一般浏览器默认用Lax，限制非Get请求的跨域请求，Strict是最严格的，一般Strict才能过扫描工具，但这个策略对cookie权限保存可能有一定的影响；
3、后端安全配置（tomcat的安全配置）：https://bwisebi-doc.biaopu.cloud/devops/install/tomcat/#security

2.6 发现可高速缓存的 SSL 页面
【漏洞说明】：
[image: ]
[bookmark: OLE_LINK7]【修复处理】：
在{产品安装目录}/conf/alb.conf的location / 模块中加入：  
            add_header Cache-Control no-cache;
[image: ]

[bookmark: OLE_LINK13]2.7 在应用程序中发现不必要的 Http 响应头
[bookmark: OLE_LINK8]【漏洞说明】：
[image: ]
[bookmark: OLE_LINK9]【修复处理】：
在{产品安装目录}/conf/alb.conf的http模块加入：
    more_clear_headers 'Server';
[image: ]
（但不确定alb与插件是否兼容）有可能需要另外安装插件：nginx-在应用程序中发现不必要的Http响应头_nginx剔除去掉server: nginx的响应头-CSDN博客

[bookmark: OLE_LINK10][bookmark: OLE_LINK12]2.8 检测到隐藏目录
【漏洞说明】：
[image: ]
【修复处理】：
在{产品安装目录}/conf/alb.conf中引入404错误页面：
1、注释-启动404错误页面；
2、加入location /404.html
3、在{产品安装目录}/html目录下创建一个404.html，自行编写页面内容；
【注意】：一般隐藏目录访问的某个具体路径，确定这个路径不是业务需要的话，对这个路径访问进行拦截，并返回404
[image: ]

2.9 跨站点请求伪造
【漏洞说明】：
[image: ]
【修复处理】：
在{产品安装目录}/conf/alb.conf中server模块加入：
    if ($http_Host !~* ^127.0.0.1$|^192.168.202.6$) {
                return          403;
        }


        valid_referers none blocked  127.0.0.1 192.168.202.6;
        if ($invalid_referer) {
                return          403;
        }
【注意】:这里红色部分是对应配置文件中server_name的信息，有几个就写几个，具体的配置参考下文的连接
【参考链接】：https://blog.csdn.net/liqun_super/article/details/124190824

2.10 加密会话（SSL）Cookie 中缺少 Secure 属性
【漏洞说明】：
[image: ]
[bookmark: _GoBack]【修复处理】：可以在后端（应用服务器）端配置：
【参考链接】：https://blog.csdn.net/huaquan520/article/details/81358893
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192.168.202.6

sendfile on;

#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#9zip on;
server {
listen 8080;
server name 192.168.202.6
#Hos t L7

if ($http_host !~x ~192.168.202
return 444;
}

#charset Kois-r;

#access_log logs/host.access.log main

location / {
html;
fj X-Content-Type-Options nosniff;

i Strict-Transport-Security "max-age=63072000; includeSubdomains; preload”;

fi Content-Security-Policy "default-src 'self'; script-src 'self' https://any.example.com; style-s
index.html index.htm;
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2. 192.168.202.6

#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#9zip on;

listen 8080;

server_name 192.168.202.6;

#HostsLZrr

if ($http_host !~* ~192.168.202.6$ ) {
return 444;

i

#chflrset koi8-r;
#access_log logs/host.access.log main;

location / {
root html;
proxy cookie path / "/; httponly; secure; SameSite=Lax";

EEEMEEEG X-Content- [ype-Uptions nosnift;

EEMIESLEY Strict-Transport-Security "max-age=63072000; includeSubdomains; preload”;

[ISMI Content-Security-Policy "default-src 'self'; script-src 'self' https://any.example.com; style-src 'self' https://any.example
index index.html index.ht

}
#error_page 404 /404.htm;

# redirect server error pages to the static page /50x.html
#
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192.168.202.6

#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#9zip on;
server {
listen 8080;
server_name 192.168.202.6;
#HostsLZrr
if ($http_host !~* ~192.168.202.6$ ) {
return 44
i

#charset koi8-r;
#access_log logs/host.access.log main;

location / {
root  html;

oxy cookie path / "/; httponly; secure; SameSite=Lax";

X-Content-Type-Options nosniff;

Strict-Transport-Security “max-age=63072000; includeSubdomains; preload";

Content-Security-Policy "default-src 'self'; script-src 'self' https://any.example.com; style-src 'self' http:

Cache-Control no-cache

}
#error_page 404 /404.htm;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /5x.html;
location = /50x.html {
root htm
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192.168.202.6

#pid logs/alb.pid;
events {

worker_connections 1024;
}
http {

include mime. types;
default_type application/octet-stream;
more_clear_headers 'Server'f]

#log_format main '$remote addr - $remote user [$time locall "$request”
# ‘§status $body_bytes sent "$http_referer"
# ‘"$http_user_agent” "$http_x forwarded for"'

#access_log logs/access.log main

sendfile on;

#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#9zip on;

server {
listen 8080;
server name 192.168.202.6;
#Hos t Lz
if ($http_host !~* ~192.168.202.6$ ) {
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#gzip on;
server {
Tisten 8080;
server _name 192.168.202.6;
#HostsL Ty
if ($http_host !~* ~192.168.202.6% ) {
return 444;
}

#charset kois-r;
#access_log logs/host.access.log main

location / {
root  html;
proxy cookie_path / "/; httponly; secure; SameSite=Lax";
EFEMIYEETG X-Content-Type-Options nosniff;
SBIEEREY Strict-Transport-Security "max-age=63072000; includeSubdomains; preload";
IR Content-Security-Policy "default-src 'self'; script-src 'self' https://any.example.com; style-src 's
proxy_cookie_path / "/; httponly; secure; SameSite=Lax";
index index.html index.htm;

}
#E IR TTE

Tlocation /404.html {
root /opt/ALB/alb-agile-2.0-x86/html/;
}

error_page 404 /404 .html;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root  html;
}

Tlocation /node_status {
stub_status on;
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- 192.168.202.6
sendfile on;
#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#gzip on;
server {

listen 8080;

server_name localhost;

#charset koi8-r;

#access_log logs/host.access.log main

location / {

root _ html;

(YN Strict-Transport-Security "max-age=63672000; includeSubdomains; preload”; |
index index.html index.htm;

}
#error_page 404 /404.htm;

# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /5x.html;
location = /50x.html {
root  html;
}

location /node status {
stub_status on;
access_log off;
allow 127.0.6.1;

}

# proxy the PHP scripts to Apache listening on 127.0.0.
#

#location ~ \.php$ {

#  proxy_pass http://127.0.0.1

#}
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(A2 192.166.202.6

sendfile on;

#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#gzip on;
server {

listen 8080;

server_name localhost;

#charset koi8-r;

#access_log logs/host.access.log main

location / {

root  html;

BN Strict-Transport-Security "max-age=63872000; includeSubdomains; preload”H
Content-Security-Policy "default-src 'self'; script-src 'self' https://any.example.com; style-src 'self' https://any.example.com;"

#error_page 404 /404.htm;

# redirect server error pages to the static page /50x.html
#

error_page 500 502 503 504 /5x.html;

location = /50x.html {

root  html;
}

location /node status {
stub_status on;
access_log off;
allow 127.0.6.1;

}

# proxy the PHP scripts to Apache listening on 127.0..1:80
#
#location ~ \.php$ {
#  proxy_pass http://127.0.0.1
45,96 30%
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(A]2.192.168.202.6

sendfile on;
#tcp_nopush on;

#keepalive timeout ©;
keepalive timeout 65;

#gzip on;
server {
listen 8080;
server_name localhost;
#charset koi8-r;
#access_log logs/host.access.log main
location / {

t  html;
[ X-Content-Type-Options nosnif

0e=63072000; includeSubdomains; preload";
Content-Security-Policy "default-src 'self'; script-src 'self' https://any.example.com; style-src 'self' https://any.example.com;"
index index.html index.htm;

}
#error_page 404 /404.htm;

# redirect server error pages to the static page /50x.html




